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(—) Bk
AHRT IDWorld AFRLRIMEHRINE OSY, ERTE, ERESL/ BREEKR.
L1 B OS%. BRIE. WFFH P ERIRT

BTERTHSHIT:

EaEhr: 1 AL (1bit)

AL 8 L (8bit)

fEibfz: 1 AL (1bit)

¥ T

PREZE: 9600/19200/38400/57600/115200/230400/460800/921600 , ERIAME: 115200BPS

ERGEFE

P AR HIRIE PR BB AE — K — WL S o
EHL (Host) FERAWCRINZNS, AATLLA HAREER (TARGET ) KIXFE4

IR 5= IE IR -

T (Byte) IMABERIA AL SeALIE KA
T (Word) JEEMRT LS R 7 4B ALIE IR .

1.2 XEDRE

AL A 0 F T
BN RIEARAS, soomEamsgscassy oS00 eoEoon
TR : AR /46 52 g 5 T IR -
EAE: Verify, 1:1 Xt
FRGURM: Identify, 1:N 8% (78 1-RAAEHAN, EEIEEHREED
TR IR I
1. b/ FEAG SO R
AR SR B B L/ T BRSSO R SR B R b
2. AR/ FREIRSEG:
AR R BN TR SR B GREUBSURHE/ TN/ 5 B R SORAE /AR 5D
HO 4 7 5 i L PR T SO IR L 75 A IR A
BRI B b Ly P B O P R
W BIRA B (e AR, RU/AEIE A%, R/ IR E SR WREE %)
B /IR SRR 7 51 S
FEAR 1 5 37
PREUFR AR E B (R R A . RS L SRR SR I A

® N o o W
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1. 3 FREUPITREURER(E B ULHA

| SR EUBLER (5 S 984  (CMD_DEVICE_INFO)

5 Demo H/RNEFH “IREVEHUS B A RIMEEWT:

BEAE B RN -

B oo rsratn sEspns RESHS FRRBREIESH T ner (HEER fnss
ID: Fi~ IDWorld A w4

BRI (12> 4 PR RASLORRIBEL R (ER—HTP)

SRR MR > 6t T J L

SEOU: =ARpcmo@inhicik A (fk: ZHB0

SBONU: = s /RAE B IR B C(fH7R: BP0 » AFHHERHBRMILCR

SBODU: = AL iR A iR AR A+B U NESSCHF (FIRR: =HERUHHB0)

SYNONU: = R s AU BAR DI (fETRR: =REHHB0

TREURBIH B LR T

To: EAUBAEE, EHTHARSUERE, BIUSMEHIERD: 496 715

2:  fEFR 160 FEEE, MR 160%160 BRI TaSfLREE, TREHERIER/: 1008 FFF

5: ARAFIERYE, (SR FPC1021/1025 fREUfEREE, FHEEREIE KD 2024 £¥

7. fRIFR 192 FHEME, R 192192 BEAIRSUERE, BOUFMESIER/D: 448 F7
Bt RS, QS808/1D808/1D809/1D811

ID808: Cotex-M4 PI#%, 144Mhz F#%, 96K RAM+IMB FLASH, QFP48 3% (9mm*9mm)

ID809: Cotex-M4 Py#%, 144Mhz 4, 128K RAM+IMB FLASH, QFN36 i3 (6%6)

ID811: Cotex-M4 W#%, 150/120Mhz F#H, 128K RAM+512KB FLASH, B E 25 ¥E, QFN32 33 (4x4)
B al 177 LR S R R Ob. BMTERE/ MRS AR JLFHEHRLE 3.
o (BEANRTFRAFERBARLER)

R

FERAERNEANSHEREE, THENESARTYE, RETRORAEFEF R .
RBIE4 (CMD_SEARCH) H#gE&RIN 1D HSVE s i 7 & E S 54iR.

2. MARAMBREFN, ExBRARSELE R, 7N %R SRR R,
RIS B UL R«

BB RS B 5 Bk

11).11)809-:-_-)_. -: =ReTE A% B, Bk ERHAXREREEE

B 1D809; SOBER: Jt% (GC0308)

: WEZREIRLSE A/B, EHiFE: 160%160 FE L

BB 10809, FAES: BF5325
: 200 ¥, fRA: V1.1

o 5600 oo RGEES BN 1rve- (OO0 W |

i Sowy_osu1a1 FRGI02H fomer BB W3 |

: =REVMYG B FPC1021 TRHE:
Skt 10811, e Frcoi2l; [EEEEE: 10

b SONy _10808 FRGH020 Foner SOORD V1.0

DR =ALUris Bk 1924192 BEM
Bk . 1D811; -= FPC1020; [EESSSNE: 500 t&
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1. 4 BEHFHAFEE A RE XA

B2 | BRATHAEXESR | SGERT 160x160 | fUEAT 192%192 | FPC0121/1025
8 A E % REE 23 I B FERMHE FERMLTHEE
H T B f1: SEONU 1. SEONU 1. SEONU fl: SEONU
Fa SUBARBUE K 498 7 1008 ¥ 448 FH 2024 FH
IR ERETIA S f . S .
TEER 5EHRH xR xR
TR SRR R L X
XFEFHITRGCRER EERYT EE 160%160 B¥| £& 192%192 #¥| ¥ FPC1021/1025
HEFRIRESR 2. A288/A360 BF5325/6632/5838 | BF5333/5836 FPC1021/1025
TCS1/2. FPC1011 A176,FPC1021/1025 | A192. TL192.
FPC1020/1024

1.5 NEAFXK

BRIEAI]

N R ESHEARZET RAHREERER AR 0] R 5E BB R TR
1. HERRIBEAEREERAREB: iEH#E4 CMD DEVICE INFO (0L 84.4 & § 1.3 &EATHE)

2. BiLHL: SH86. 1 mWEILHA, AN BRI ERES,

HIPAT U R JLARAR 2

PAT CREEFRSURE (CMD_GET_IMAGE)  —>3ALAFAEAAR (CMD_GENERATE) }3 RJ5—> Blt&TREUR
(CMD_MERGE)  —>{RAFFEEUEMNR (CMD_STORE_CHAR)
3. WAE/RARE: 275 86.2 TR SURIE /ARG, BIHAT W JLA&TE 4
FKEFRLUEG CMD_GET _IMAGE-> A= AFAEREAR CMD_GENERATE->I&AIF CMD_VERIFY/BRiH%) CMD_SEARCH
DA F EIH & 18X M B 5 RN T -

LR i 8o | ZEETY a2 ThRE iR

CMD_GET_IMAGE | 0x0020 | §4.6 RERS EGIFGHELE InageBuffer

CMD_GENERATE | 0x0060 | §4.20 M ImageBuffer EMEAEEIRSUFIEIFEFZLE RamBuffer0/1/2

CMD_MERGE 0x0061 | §4.21 KB FELE RamBuffer0/1/2 A =AMER BG4 R — AN F R
w, BHFETIHREK Ram Buffer

CMD_STORE_CHAR | 0x0040 | §4.11 & Ram Buffer HHEMRBIERFZIIRGEE 18 5%E % S B2 [A]

CMD_SEARCH 0x0063 | §4.23 I8 ESHS K Ram Buffer HEIMBEIRIESRRGEF MR, BE
JEEBARSERE (Fln: I-HEEEER , BEARRER.

CMD_VERIFY 0x0064 4.24 BB SN Ram Buffer W HER SIS EHAKIBAREN
FEANEBCHAT R, BRI LR

# 1.5: MAFRRENTLIHABIHELFIER
E: BAPITREKINERFKSREMERALES IS LSRR & HERAER

B AFF RE B LS E R AR IR IRIS (NOEMHost_v3. 18_20191230. 7z)
HREEHEOBEREST (Fi: Bus Hound BR AccessPort ZEliiit) , Mg 5 1B
e, BERAU/ RER, WERAFMNRITES KRR B T iR BEE A F Mt .
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(Z) BB (iR B) -438

Bk b RSEG BOOT FER TR (BRBEM4 R EVENIIRILETA]) , FEHULEAER S RATIR1L 5 7 e
SEYRIERS

FROUHAE S MCU f¥1GPIO J2 UART i WAL IS, 45iid UART Ak — N1 0x55, 1N
WA ENRETFES

FEHUE SR IR SO I o 5 S AT a A, AT LB B R 5 5, SRR TR .

H: ENEHER REE, wh@E T BT AT a8 it A2

1. EHUREESREBR TS S 0x55 J5, BIFJFHAAEIE%ETES

2. TN EEE, FER 280ms BRI FAAA R E %R

2.1 BERAETE

FHHOST RO TARGET
Tt s
Begin Wait Command

\ 42 Command Packet Y

FRIEAT A B a4
Send Command . %ﬁi}f?f Pa.tﬁ.i E)a.(lk.ez aumap Receive Command
ALPRAY 4

Process Command

v i % & Response Packet L
%L&HD ?#HT % ﬁ@unkaﬁ %

Receive Result H¥EE Data Packet

<IIIIIIIIIIIIIII-

Send Result

ghiR
End

B 2-1 thHi#k B HIBREE

-
BREET, IEESKRE. BB REERE—RK—WHIEN .
Host ENERAWEIMEIAINE T, AR TARGET KiX1E<.
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2.2 @A Packet HIHK

2.2.1 #4H Command packet

¢ A EUEM Host & Target HFE

LW

¢ M Host HARHHIFTETES, #biEida4H Command packet f&%i.
¢ A4 Command packet HIMIKE N 26 F7 bytes.

2

!

¢ RIS

!

2

/ ML S

¢ Host ZfERIZEFES
( 1BAZ

\}

.3 JEIRE R g

.2.2 WaPMAL Response packet

2.3.1 @A Parket iRBIFHG

B Packet [FTER 2byte AFEINIE

M Y fALFE M Target & Host HIMNZEHNZ.
B AH AL 45 BB Response packet J5#& 1k H ATy
MaNfL Response packet HIKJE AN 26 F byte »

.2.3 184 /MM FEIERE Data Packet
Frak i NIRRT 16bytes B, FIHFE4

a2z mr, FAHGAE Command packet H4EHE IS ML Target
HmlRH S EHE A 1) B KK 2R 500by tes

/TN E PR, Data Packet f&HEdE.

AL packet FRSEHIRAIEG, HATTFE 2-1:

Packet 283l Code ALRHIIRMY
A Command packet 0xAA55
MM fl, Response packet 0x55AA
B4 % ) Command Data Packet 0xA55A
e W %45 AL Response Data Packet 0x5AA5

* 2-1 Packet HFHLHE

2.3.2 %4 f (Command packet ) I

PREFIX SID DID CMD LEN DATA CKS
0x55 | OxAA JE 1D H#x 1D L | H| L [ H]D | DI DI5| L | H
0 1 2 3 4 5 6 17 8 9 23 24 25
#F 2-2 A (Command packet) HIZEHWIT:
Rt E B X HmRA FHH iR
OFFSET FIELD TYPE SIZE DESCRYPTION
0 PREFIX WORD 2byte RS Packet Identify code
2 SID BYTE lbyte JEFRIR Soruce Device ID
3 DID BYTE lbyte H#FrbRIR Destination Device ID
4 CMD WORD 2byte A5 Command Code
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6 LEN WORD 2byte (=n, n < 16) | KA Length of DATA

4 2% Command Parameter
8 DATA Byte Array 16byte (SEFREHE AN n byte)

RSB Check Sum: M PREFIX I DATA 35
24 CKS WORD 2byte (B A s EARFEE S SRR 2 NFET

2.3.3 WA (Response packet) HIMi%sH

PREFIX SID DID RCM LEN RET DATA CKS
0x55 0xAA Y5 1D H#s ID | L H IL, H L H| DO | D1 D13 L H
0 1 2 3 4 5 6 7 8 9 10 11 23 24 25
# 2-3 MM (Response packet) HIZEHIIT:
fmi%E B X &/t FHH i3
OFFSET FIELD TYPE SIZE DESCRYPTION
0 PREFIX WORD 2byte AR B Packet Identify code
2 SID BYTE lbyte VEFRIR Soruce Device ID
3 DID BYTE lbyte HFrkriR Destination Device ID
4 RCM WORD 2byte N B fY Response Code
6 LEN WORD 2byte(=n, n < 16) K& Length of RET and DATA
8 RET WORD 2byte LZE AL Result Code (0 :pkTh, 1 5D
10 DATA Byte Array | l4byte Wi N 44 Response Data (S£fRAN n—2 byte)
A Check Sum: A PREFIX ZDATA % f)
24 CKS WORD 2byte P Bl HEARME RS HIRIK 2 T

2.3.4 ¥HBA¥IEH (Command Data Packet) HIMiZEH

PREFIX SID DID CMD LEN DATA CKS
0x5A | OxA5 | & ID | H#s ID | L H L | H| DO | D1 Dn—1 L H
0 1 2 3 4 5 6 7 8 9 8+n-1  8+n  8+n+l
# 2-4 1845 IEA (Command Data Packet) HIZEHIT:
mBE | HEX HiERA FHH Eiii3% )
OFFSET FIELD TYPE SIZE DESCRYPTION
0 PREFIX | WORD 2byte IRAIY Packet Identify code
2 SID BYTE lbyte JEFRIR Source Device ID
3 DID BYTE Ibyte H#Ar#rIN Destination Device ID
4 CMD WORD 2byte & Command Code
6 LEN WORD 2byte(=n , n <500) ¥R Length of DATA
8 DATA Byte Array | nbyte 224 Command parameter
B H Check Sum: A PREFTX 3 DATA 1
8+n CKS WORD 2byte () A HdE EARMIE HESAK 2 D1
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R = FiE B TR AR AR
Host ZfEKiEFLSEIEEZ Aidefesiar 26, (Command packet) , {#f5MHIk Target HEATELSHIEE
(Command Data packet) FEWZERFIRE.
fEZ 4 (Command packet) FIEEIR (DATA field) H, ZkER LIRS EHRBHKE.
Host BIFEMHIN Target AbT484HE GHEICER RS EEHTE 2% (Conmand Data Packet) .

2.3.5 MIMNMEIEE (Response data packet) HIMIZEH

PREFIX SID DID RCM LEN RET DATA CKS
0xA5 | 0xbA | ¥ ID H¥s ID| L H IL H IL H DO [ D1 Dn-3 L H
0 1 2 3 4 5 6 7 8 9 10 11 8+n-1 8+n 8+n+1
X 2-5 MMNEPEE (Response Data Packet) KGN :
R {E e X HE KRR FHH
OFFSET FIELD TYPE SIZE DESCRYPTION
0 PREFIX WORD 2byte RN Packet Identify code
2 STD BYTE lbyte JEARIN Soruce Device 1D
3 DID BYTE lbyte H###xi Destination Device ID
4 CMD WORD 2byte MM fS Response Code
SRR K E
6 LEN WORD 2byte (=n, n <500) Length of result data (RET + DATA)
8 RET WORD 2byte LZEHRD Result code (0 @ ARZN, 1 @ 2RI
10 DATA Byte Array n—2 byte M W3 HE Response data
FEBR AN Check Sum: A PREFIX | DATA 35 [¥fT
8+n CKS WORD 2byte ABIRFEARNIEHFHHRAR 2

F: MR Target £ Host H4&%5 14byte DA L¥3ER, TR mMMNEHEHE (Response data packet)
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(=) @RS (Command ) &4

3.1 Bifldn 4+ HAKN— &

BAPAT TR EH B AR S B IN%AT? ImageBuffer A AR SUSHREE 12247 Ram Buffer .
ImageBuffer: T & AfRacKG.

Ram Buffer:  FT B {F4RSURHERIR AR -

FEHRIETF AL T = Ram Buffer : Ram Buffer0/Ram Bufferl/Ram Buffer2 .

W WEEEML T, BFEE InageBuffer 1 Ram Buffer "HIEIESE Lk,

FeQUPE: ARTEAEINAE (FLASH Memory) thiggutsiti I%E &,

w7t (CHDRSNOREHOHAN /CUDRRORDRGHRR = ). /i iii s somh2iche .
3.2 HIREEAE T SUEMR (Template Record) #(#E

R FIFRA BB R TR SORAR B K B R A — R, 7RV Bk segoeit (CHDIUBNGHAR) / T 14
goetk (CUDIDONNNCHAR > 154mF, EikESMESAERNHSEREELENRY (TR .
FREUERE IR T : F8SUFMELHE (Feature Data) + 2 FHRHEM (CheckSum)
7¥: CheckSum N: Feature Data S¥FWHIFEARMIZHEGHIERIK 2 FI

HERA TREERBIEKE
W RE B, s £F SEODU 498 A5
160 553, il E £+ SEONU2 1008 75
192 Frs, BN f: SYNONUT 448 Y
JEbR L, BiltnEfF SYNONUS 2024 15

*£ 3-2 FIREVEERPIFESEN (Template Record) K
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3.3 4 %1% ( Command List )

FFs RS e g T S TRE
No. Command Name Code Function
1 | CMD TEST CONNECTION 0x0001 | #4755 & 2% (1@ OBl dE 4
2 | CMD_SET PARAM 0x0002 | BB TSE, H: TimeOut HiEMTIHzIRER
(Device ID, Security Level, Baudrate,
Duplication Check, Auto Learn, TimeOut)
3 | CMD_GET PARAM 0x0003 | SREUEE I R 2%:  (Device ID, Security Level, Baudrate,
Duplication Check, Auto Learn, TimeOut)
4 | CMD GET DEVICE INFO 0x0004 | FREUALHRIZ (5 B
5 | CMD ENTER IAP MODE 0x0005 | BAiHikE N TAP (FENFH Fgmfs) IRAS
6 | CMD_GET IMAGE 0x0020 | MRS RIEFRSENUE I /7T ImageBuffer
7 CMD_FINGER DETECT 0x0021 | feMlfSUMANIRES CF /T8
8 | CMD_UP_IMAGE 0x0022 | K{RAFT ImageBuffer HH{IFREGLEIE A& S ENL HOST
9 | CMD_DOWN_IMAGE 0x0023 | MFHL (HOST) F#EFRLEUR R ImageBuffer o
10 CMD_SLED CTRL 0x0024 | #HE RERE I I/, B LED THRTE4
11 | CMD_STORE_CHAR 0x0040 | fRAFFEE ST RamBuffer HIIBLAR AL 246 & dn 5 (M Fa SUE H
12 CMD LOAD CHAR 0x0041 | SEHUIE € dn ' BB EUE B A7 21 Fe 24w 5 11 Ram Buffer (0/1/2)
13 | CMD UP CHAR 0x0042 | M EAFAETEE 'S Ram Buffer AR EIE F% % HOST.
14 | CMD_DOWN_CHAR 0x0043 | M HOST TF#k— MBS B IFE E S Ram Buffer
15 | CMD_DEL_CHAR 0x0044 | MHIBRFESCE i 146 € 4 5 VG N IO P AT 48 SUBAR. «
16 | CMD GET EMPTY ID 0x0045 | FRELFR VG N FTVEM (BB EME R 28— MER 5
17 | CMD_GET_STATUS 0x0046 | FRELFE € g5 B EMIRES o
18 | CMD_GET_BROKEN_ID 0x0047 | Fr A4 2 4 530 FE A 19 I A7 48 SUBEAR 2 75 A7 AE R R 17 100
19 | CMD_GET_ENROLL_COUNT 0x0048 | FRELHE E %53 il A SR BORSEAR S 4
20 | CMD_GENERATE 0x0060 | FE(EAE ImageBuffer KBS BB EEE, IR T €
%5 1) Ram Buffer .
21 | CMD_MERGE 0x0061 | K471 Ram Buffer M)Wy Bl =AM s il & i — MR s
v G S MBI R B AFE RamBuffer 0
22 | CMD_MATCH 0x0062 | 7€ Ram Buffer HPMRLUEMR L AT 1:1 LEXE CBRAED
23 | CMD_SEARCH 0x0063 | 57€ Ram Buffer HEHR 54840 48 & 9 5 V0 ] N 1R T A A5
WRZIA#AT 1:N R GRID
24 | CMD_VERIFY 0x0064 | $85€ Ram Buffer H[IJFaSURIR 55 %0 SUE 48 & di 5 (e SUBR
Z T 101 beX (BE)
25 | CMD_SET MODULE SN 0x0008 | FEH AT EEIFYS(EE (Module SN)
26 | CMD_GET MODULE_SN 0x0009 | FREUAK & IEIUFS]S ( Module SN)
27 | CMD_ADJUST_SENSOR 0x0025 | TATIESUCRERSH. T AUl SR R4
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Fs Tig e meg w4 IRk
No. Command Name Code Function
28 | CMD GET ENROLLED ID LIST | 0x0049 | ZKEXCVEM User ID %1%
29 | CMD ENTER STANDY STATE 0x000C | fEAEHIE NARIROIRAS . V. A SR S A HAS S FRARIR Th e

(IY) @RS (Command) HEZHEEH

4.1 PR (CMD_TEST CONNECTION 0x0001)

[Z)6E Function]

¥ Target A1 Host HIEERIRE.
Host FREEH L RIEMIESMAES Target MIEEIRE.

AT, MRS Target WIEHEAILE, B Target M TAEAIER, B OERFRA L.

[TTEFESequence]

FERIER, WiR[E ERR_SUCCESS .

[SFNPL ommand and Response]

PREFIX 0xAA55
SID Source Device ID
DID Destination Device ID
CMD 0x0001
LEN I
DATA ToHHE
PREFTX 0x55AA
SID Source Device ID
DID Destination Device ID
RCM 0x0001
LEN
DATA T A

& 4-1 CMD_TEST_CONNECTION #§4

S5 4. 1-FEHL K% CMD_TEST_CONNECTION 384> R ASisi frymi 52

EHLA4: 55 AA 00 00 01 00
i . AA 55 01 00 01 00

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 DONOR

00 POIBE 00 00 00 00 00 00 00 00 00 00 00 00 00 00 OSNOR
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4.2 HES¥ (CMD SET PARAM 0x0002)

[T BEFunction]

WRIEfe E IS EEER (Parameter Type) , WEIK%AZSEL (Device ID, Security Level,
Baudrate, Duplication Check, Auto Learn, FP TimeOut) HJ{E JFiR A1 255,

(TG e
O#7187%E Parameter Type &L, JIiR[A] ERR INVALID PARAM .

@# T8 E Parameter Value &L, MJiZ[A ERR INVALID PARAM .
®ORYE Parameter Type, W HE Parameter Value JfiR[F|HZEH,

[N madad R/
PREFIX 0xAA55
SID Source Device ID
DID Destination Device ID
CMD 0x0002
LEN ]
1bytes Parameter Type
PREFIX 0x55AA
SID Source Device ID
DID Destination Device ID
RCM 0x0002
LEN
RET
DATA ToHE
% 4-2 CMD _SET PARAM 354
[ Pt Tipe]
Type Parameter Value Description Z#U{H A
0 TRAREHE %95 (Device 1D) o A EVLHE: 1-255 .
1 TN LEEEY (Security Level) , BRIMEN: 3
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AREME: 1-5 (G ALK FROE L, FTIREEA 1-10)
HAEHOR: BRIRE (FAR) B, (HIEFE (FRR) s, @mutEian
WE RN ZEIE: AR S HIR R, (HEAR SR8
RZ, ARG MZE 5 A 125 5 IR

2 TRYEEK A (Duplication Check) RS/, AIKE 0 5 1.

% 1, N4EEE CMD STORE CHAR R4, R d&A OB ICMEEIRA

EHRO, WABITESRE.

T FRUESKREI/R, RN (498 FEHWRHERL WEGEN, H
CEEREAAMENEAEL (AMEER 1, AR aEZ R

3 FHFR (Baudrate) HWIERGIME. AR ERSME:1-8 o BRik: 5 (HI 115200bps)
1:9600bps, 2:19200bps, 3:38400bps, 4:57600bps, 5:115200bps

6:230400bps, 7:460800bps, 8:921600bps

4 TR 2> (Auto Learn) AREH/F%. nfi&EH 0 8L 1 .
K1 . NIALTE CMD SEARCH, CMD VERIFY $84-Bf 472 GE 5 57 .

AN 0 MIAHAT R BEREH

5 KR RESSSGERE] ( Fp TimeOut) %, nl%E{H: 1 % 60 #.,
OMD GET IMAGE #8541 H1ZZ%, 1 FP TimeOUT Inf[a] NZEFFFR SRS o

E: ASHH TR Siia SU RS, BRIMEDN: bs

S 4.2 1. REFEFFERA 57600bps

FHlAr4: 55 AA 00 00 02 00 5700 03
BiHURRZ:  AA 55 01 00 02 00 02100

B 4.2-6] 2: RERZEFH=5

Hlar4: 55 AA 00 00 02 00 05100 01
BRI AA 55 01 00 02 00 02100

00 00 00 00 00 00 00 00 00 00 00 JANON
00 00 00 00 00 00 00 00 00 00 00 00 00 00 JANON

00 00 00 00 00 00 00 00 00 00 00 JENON
00 00 00 00 00 00 00 00 00 00 00 00 00 00 JANON
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4.3 EES¥ (CMD GET PARAM 0x0003)

[ZhBEFunction]

IR B IS H 58 (Parameter Type) , 3REUEH: (Device ID, Security Level,
Baudrate, Duplication Check, Auto Learn)Z:f)Z%/H.

% Parameter Type , HZ#% FiR CMD SET PARAM .
[T1E TS gen

(1) #7385 Parameter Type JC&, NIiR[A] ERR INVALID PARAM .

(2 IR[FHEE Parameter Type HHI[KI & Z4L.

8 e e Remss]

PREFIX 0xAAbBS
SID Source Device ID
DID Destination Device ID
CMD 0x0003
LEN I

DATA 1byte Parameter Type

PREFIX 0x55AA
SID Source Device ID
DID Destination Device ID
RCM 0x0003
LEN
RET

DATA 4bytes

# 4-3 CMD GET PARAM $§4

Bl 4.3- Fl 1. EREREFR RERZEEFEH=3)

BRI R 55 AA 00 00 03 00 1100 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 DANOH

BEH AA 55 01 00 03 00 06 00 GONOB DERGONOBNGE 0o 00 00 00 00 00 00 00 00 00 PENGH
2Bl 4.3~ B 2: RENH4AT TimeOut {& (TimeOut=5S) ; FA-FMEBhRguiiik

B IR 55 AA 00 00 03 00 L0 05 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 OSNON

BB AA 55 01 00 03 00 06 00 GONOB DERGOROBNGE 0o 0o 00 00 00 00 00 00 00 00 PENGH
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4.4 B %= E (CMD DEVICE INFO 0x0004)

[Zheitin] SRR A & E S (Device

B (5 B R R e 2 LR S5 1) B LR AL
B pummenen sxorne Resus TREIGEAR Kot e GREEE) a5

H R RERRE B HREELR AR ENRER.

[T1E e

OBELMMIELNER, KT IAIE N REE B R B K R IE S HOST.

OFHMNZEE PR, Ki%X Device Information .

Information of Target) o A<

[ S8 amerdlerd o
PREFIX 0xAAB5
SID Source Device ID
DID Destination Device ID
CMD 0x0004
LEN ]
DATA T
PREFIX 0x55AA
SID Source Device ID
DID Destination Device ID
RCM 0x0004
LEN
RET
DATA 2bytes
pazling
PREFIX 0xbAA5
SID Source Device ID
DID Destination Device ID
RCM 0x0004
LEN
RET
DATA bevice Information

% 4-4 CMD DEVICE INFO &4

SE] 4. 4-REUEEL(E B CMD_DEVICE_INFO
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Tl 55 AA 00 00 04 00 B0700 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 BSNON
PRI AN 55 o1 00 04 00 04 00 HONOE B8 00 00 00 00 00 00 00 00 00 00 00 00 EENEH

WIS EE: A5 5A 01 00 04 00 LE 00 - 63 45 4F 4E 5F 47 44 5F 46 50 43 31 30 32
30 28 32 30 30 30 66 70 29 20 56 31 2E 30 00 :
RBEAE S “SEON GD FPC1020 (2000fp) V1.0” [ ASCIT #4

4.5 {FEkEHuE N IAP # (CMD_ENTER_IAP MODE 0x0005)

[ZhBEFunction]
PSR EN IAP IR,
[T e
WRFELEE, BMREHREN TAP RE.
[ e emada Rense]
PREFIX 0OxAASS
SID Source Device 1D
DID Destination Device ID
CMD 0x0005
LEN 0
DATA ToEHE
PREFIX 0x5H5AA
SID Source Device 1D
DID Destination Device ID
RCM 0x0005
LEN 2
RET Result Code
DATA o

% 4-5 CMD_ENTER TAP MODE #§%
7E: CMD_ENTER TAP MODE & KHERREHFET, T EARE N A T HIT 22 -
PATZFR A )G BAH USB FEFikesEM:, EEHZHEAS! !
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4.6 REFLEH (CMD_GET IMAGE 0x0020)

[Z)BEFunction]
MR RESRG EGIHRF T ImageBuffer Hi.
[T nen]
MRS R SRS IR . # REEIZIER, WHRE ERR SUCCESS o 75 IR [H14H 154 o
TR F R FHEIRGUE RS
O 7t Fp TimeOut WJTHNEARMEIFES, MR [E ERR TIME OUT.
@ HAERAR I B EE 5 fir gUm A\ R W2 CMD_FP_CANCEL 84, IHUH LA HisfTIf

iz [l ERR_FP_CANCEL .

8y el Renss]
PREFIX 0xAA55
SID Source Device ID
DID Destination Device ID
CMD 0x0020
LEN i
DATA TeH
PREFIX 0x55AA
SID Source Device ID
DID Destination Device ID
RCM 0x0020
LEN
RET
DATA 0

% 4-6 CMD_IMAGE 154
K 4.6- Bl 1. RIBRETGGEBEES MBI F18 K6y & KM

M4 55 AA 00 00 20 00 00100 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 HENOH
papsz: AA 55 o1 00 20 00 0200 JEMBE 0o 00 00 00 00 00 00 00 00 00 00 00 00 00 BENOH

KBl 4.6- Bl 2. RIEREWSIEUEB)E S REIR (FP TimeOut) K< KM

CMD_GET IMAGE: 55 AA 00 00 20 00 00.00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0N
ERR_TIME OUT: AA 55 01 00 20 00 02 00 BSNOM 00 00 00 00 00 00 00 00 00 00 00 00 00 00 HGNON
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4.7 ¥WF+ (CMD_FINGER_DETECT 0x0021)

[ZhBEFunction]
i KB 48 2 I Z0 P 8U NRS IFIR [ 25 R,
[[EFaer
IR B 2Z 38 A T %, Sensor Faill 2] 138 S NIRES -
[ e emada Rewse]
PREFIX 0xAA55
SID Source Device 1D
DID Destination Device ID
CMD 0x0021
LEN ]
DATA ToE R
PREFIX 0x55AA
SID Source Device ID
DID Destination Device 1D
RCM 0x0021
LEN X o3, R 2
RET Result Code
(IhES . featm NIRES
— Ibyte ESZJJ‘TA fe 8 lej n
(1: BfegtmiN, 0. LIasEmN)

% 4-7 CMD FINGER DETECT 154
A 4. 7T 1. BABFRS

Target Wi: AA 55 01 00 21 00 .

S 4. 74 2. RMBIATELL

Host #i4: 55 AA 00 00 21 00
Host #x4: 55 AA 00 00 21 00
Target WA : AA 55 01 00 21 00

20/52
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4.8 k¥ E4 3 EH. (CMD_UP_IMAGE_CODE 0x0022)

[ )6 Function]

RHETEE Image Type , BHRAFT ImageBuffer HIEE KIEE Host .
# Image Type N 0: NMKiZESKE:
OGRS e e SRR AR, 242%266 (202%258) , W ZKAERS FPC1080: 128+%436)
HA L WRE 1/4 BB (4 AREC T DRD .
O R R SR RAERR, 121%133(101%129) , 1EEIRESE FPC1080: 64%218) .
[I1EFESequence]

(3 #f55E Image Type &% WHR[E| ERR_INVALID PARAM .
@) FIFHFEANZA, # HOST fHaEUS K/ NRIXZE HOST.
(&) HR4E Image Type, FIFIMZEIEAL, KEMBGLL 496bytes BAAISr R IE A %% HOST.

[T ommand and Response]

PREFIX 0xAA55

SID Source Device 1D

DID Destination Device ID

CMD 0x0022

LEN I

DATA lbyte Image Type (0: Full, 1: Quarter)
PREFIX 0x55AA

SID Source Device ID

DID Destination Device ID

RCM 0x0022

LEN

RET

Ry EG I 5
2bytes |Full 2R (242/202/128)

Quarter &4 (121/101/64)

DATA T BRI
obytes |Full 4xE/{5266u2681486D
L
I Target KIEMZEPEEZE HOST
PREFIX 0xbAAL
SID Source Device ID
DID Destination Device ID
RCM 0x0022
LEN
DATA FRHAR K (2bytes) -
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Gk gl 1k N 2 E R
% 4-8 CMD UP IMAGE $54
T
1 AHZIE A 200, W% CMD_GET IMAGE a4 EE{RE T ImageBuffer .
2. B (Full Mode) TR fE. 242%266,/202%258/128%436
3. R HEEREE R (Quarter Mode) TERExEE: 121%133/101%129/64%218

e 4.8- 1. EAEESPEERN 202258 (LR RSEE

FHLaL 55 AA 00 00 22 00 - 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 -
) R AA 55 01 00 22 00 - - CA 00 - 00 00 00 00 00 00 00 00 00 00 -
e AR =0xCA=202, 4= K% & E=0x102=258

R R B . UG BEE RNy 202%258=52116 F1, 43 105%496 Fi+1%36 F5

wo st or oo 22 oo Falon NS N I DS

o o o 3% 105 AN 496 T GBI 1 R AE L

w5 5 o1 o0 22 oo 2sico NN 0 N 55550
a1 M 36 7T R EUE i N A B

Bl 4.8-B1 2. AR 1/4 BEBRIPEREDEERIER

A4 95 AA 00 00 22 00 - 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 -

FEH I - AA 55 01 00 22 00 - - 65 00 - 00 00 00 00 00 00 00 00 00 00 -

VE: 1/4 BUS S EE=0x65=101, 4EM&EE=0x81=129

R N B BUSER KN A 2024258/4=13029 F45, 43N 26%496 FAi+1x133 F 5

wo st or oo 22 oo halon SN N I DS

o HE 26 MNMELE 496 T UG e B £ HE L

ws s or oo 22 oo o NN N I 5555

i 1AM 133 0 R Sk 1o 5 e
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4.9 FTRIBLEBBIMES (CMD_DOWN_IMAGE 0x0023)

[ZBEFunction]

B Host USRI B EHE PR A7 T TmageBuffer H.

Host DL 496bytes HALKGEUE KIZEE Target o

E: FRotEGESR: HEE%E: 500DPT, KFE: 8 fiKE
BRI LR 242%266;
B SRR ESE (A0 FPC1011) : 202%258;
H a0 SRS (W FPC1080) : 128+%436;

[T B e

o # EIMG = L B MG e FEAS IERf, IR Bl ERR_INVALID PARAM
@ M| H M &AL 8] ERR SUCCESS
& FNHE 2 B 08 FUE AR AT T ImageBuffer H.

[ S8 amerdlerd Rgmsd
)
PREFIX 0xAA55
SID Source Device 1D
DID Destination Device ID
CMD 0x0023
LEN |
2bytes B sE: 242/202/128
N s, OO |
PREFIX 0x55AA
SID Source Device 1D
DID Destination Device ID
RCM 0x0023
LEN
RET
DATA 0
e S HE
PREFIX 0xA55A
SID Source Device ID
DID Destination Device ID
CMD 0x0023
LEN
DATA g E e 9w 5 (2bytes) + B &
0 K
PREFIX 0xbAA5
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SID Source Device 1D
DID Destination Device ID
RCM 0x0023
LEN
RET
DATA 0
e S HE
PREFIX 0xA55A
SID Source Device ID
DID Destination Device ID
CMD 0x0023
LEN
DATA FGE w5 (2bytes) + & E
M) 152 K 4
PREFIX 0xbAA5
SID Source Device ID
DID Destination Device ID
RCM 0x0023
LEN
RET
DATA 0

& 4-9CMD_DOWN_IMAGE #54

9 i TErEELE lmhiE

B[N
FRE LI 1«
B
M [ 54 0.«

95
AA

AA
95

EA

00 00
01 00
00 00
01 00

o3 04900 A oo EMEH 0o 00 00 00 00 00 00 00 00 00 00 00 ESNON
00 53956 OB oo 0o 00 00 00 00 00 00 00 00 00 00 00 00 EENON
23 w2 01 00 oo NN > 7R

ol | T R

a9

o 3% 105 ML 496 7 EMR HdE 1 iy Kl B A i B E B

il e .-
M [ 54 0.«

51 45 00 00 23 00 2600 69 0o | - =6

A5 5A 01 00 23 00 2000 00 00 BENON % ii i KB KA Bl 12 A5t
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40 IEHIRERLENCITIF/>< (CMD_SLED_CTRL 0x0024)
[T EEFunction]
FEH G R RS ST TR/ 22, Bt S g ariith i) = g /n T I Bk 3
[TAELFE Sequence]
ANHATAE #AE % [A] ERR_SUCCESS »
[ SR omarzd Rewss]
PREFIX 0xAA55
SID Source Device ID
DID Destination Device ID
CMD 0x0024
LEN 2
DATA LED JIRA (1: FF, 0: %)
PREFIX 0xb5AA
SID Source Device ID
DID Destination Device ID
RCM 0x0024
LEN 2
RET ERR SUCCESS
DATA 0

% 4-10 CMD SLED CTRL &4

2] 4. 10-FTFFEHAT (Backlight

B IR

AR 1 <

LED On)

55 AA 00 00 24 00 02 00 01 00 00 00 00 00 00 00 00 00 00 00
AA 55 01 00 24 00 02 00 - 00 00 00 00 00 00 00 00 00 00 00 00 00 00 26 01

25/52

00 00 00 00 26 01



BEYIH =B FREERAT
41 RIFFE SRR B IR B ERFE S (CMD_STORE_CHAR 0x0040)

[ZhBEFunction]
WBEAFTHEE Ram Buffer HI$RSUBINRORAT T-48 € % 5 WAL IE S E .

[T e

@ £ 18E Template %5 o, IR [FIEF 765 ERR_INVALID_TMPL NO .

@#7f8 7 Ram Buffer a5 La, WIR[FIEE %S ERR_INVALID BUFFER 1D .

@% Duplication Check &EN OFF, NIEZ¥FEE Ram Buffer WHEFRSUSMREHET M

THREd T HFRSUFE IR M H AR .

o#; Duplication Check & E N ON, NPK+55%E Ram Buffer Hf) Template FICEEMAY
FRGUEN T Template ZJAIHEHAT 1:N EbX,
FATAE LEXT B B, Bz FR S iEM, MR [E (RET) = ERR_DUPLICATION_ID,
H DATA JR[EIELXT RN Template 45 o
HN, FZEBEMN T8 E Template 25 AIFESUE T 3R [0l H 45 R .

[ omarlar Reose]
PREFIX 0xAA55
SID Source Device ID
DID Destination Device ID
CMD 0x0040
LEN |
2bytes Template w5
PREFIX 0x55AA
SID Source Device 1D
DID Destination Device ID
RCM 0x0040
LEN i B4 SRR 5 - |2/ 4
LEN 24 Result Code A ERR DUPLICATION ID H}: LEN=4 ;
HS0): LEN=2
RET
A BR 5 A AE R h
DATA 2bytes |£5H45% ERR_DUPLICATION ID HfR: =HEMIIESR S
B0 H: 0

# 4-11 CMD_STORE_CHAR #§4
KB 4. 11-0R7F RamBuffer0 FHIBAREAEBITEE RSN 1 HIKRBIEE+:
EHA4E: 55 AL 00 00 40 00 . 01 00 BONGE 00 00 00 00 00 00 00 00 00 00 00 00 ENOR

BIBRWNAL:  AA 55 01 00 40 00 00RO SRR o0 00 00 00 00 00 00 00 00 00 00 00 HENEH

26 /52



EYITH =g FREBARAH
42  BEEUEMR S IR SOFEEAE RamBuffer # (CMD_LOAD CHAR 0x0041)

[ZBEFunction]

¥t S0 48 58 dn 5 P IFRSUAR. (Template) HUHIFE7T48E K Ram Buffer H.

[T B e

OF 48 E Template Zw'5 o, WR[A ERR_INVALID_TMPL_NO

O IBE Template Zi S HEATEMN Template, NIR[FIEHZLS ERR TMPL EMPY .
®@#fa € Ram Buffer %5 ok, Wik [A45%6S ERR_INVALID BUFFER_ID .
@K M T Template fRfFTF8E Ram Buffer HJfiR[H ERR_SUCCESS .

8 ey o Remes]

PREFIX 0xAAB5
SID Source Device ID
DID Destination Device ID
CMD 0x0041
LEN i

2bytes Template 'S

PREFIX 0x55AA
SID Source Device 1D
DID Destination Device ID
RCM 0x0041
LEN
RET

DATA 0

% 4-12 CMD_LOAD CHAR ¥4

KBl 4. 12-BR SN | KERBIEEFE RamBuffer0 H:

EHA4E: 55 AL 00 00 41 00 0400 01 0o BONOE 0o 00 00 00 00 00 00 00 00 00 00 00 H5NON
wibszs:  AA 55 01 00 41 00 0200 OB 0o 00 00 00 00 00 00 00 00 00 00 00 00 00 HENOR
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48 KEFAE RamBuffer HRIFESURMR LA&2]FEHL (CMD_UP_CHAR 0x0042)

[Tt ¥% 45 € Ram Buffer Hff] Template Ki%Z%E Host .

[Tkt e

@ {5 Ram Buffer %5 L, W[l ERR INVALID BUFFER_ID .
o FII a4 N2 % HOST FHEILH Template EHEMIA/NRIESE HOST,
@ FIH N EFIR K18 € %5 R Template A% Z HOST,

L& S onara Ryoe/

PREFIX 0xAAB5
SID Source Device ID
DID Destination Device ID
CMD 0x0042

LEN

DATA Ram Buffer ID

PREFIX 0x55AA
SID Source Device ID
DID Destination Device ID
RCM 0x0042

LEN

BT FIREIENZBKEBIEKE (Template Record Size + 2)
H: ZFREEERNRIEREERERS N, SRE=FKK 3-2

DATA
KW EEREG
S T P A B i 3 Wi 12 K4

PREFIX 0x5AA5

SID Source Device ID

DID Destination Device ID

RCM 0x0042

Template Record Size + 2

VN i mms R AR S K R — R, BB B 32
DATA

% 4-13 CMD UP CHAR #54

1. A% ZHT, UFi%kiEF CMD GENERATE, CMD DOWN CHAR, CMD LOAD CHAR
BRI —N 14, ¥ Template fRFF T/ Ram Buffer .
2. BHREEEBRMBLERBIEKEES—FHR, SAE=ZEKNR 3-2
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Y = FiEE FREER AT
2 4. 13- E4E RamBuffer0 HFREAR 03B S| HOST M-
Bl—. BAZEEME (Bl SEONU, RSUEREHE R 498 FH)

THlar4H: 55 AA 00 00 42 00 - 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 -

WS AA 55 01 00 42 00 - - F2 01 00 00 00 00 00 00 00 00 00 00 00 00 -

WARHEfL: A5 BA 01 00 42 00 - - 198 7 AT AT SR AL
Bl=. 160 FEEEH (Flm SEONU2, FRLBAREIEA 1008 FH1)
EHLAAE: 55 AA 00 00 42 00 - 0000 00 00 00 00 00 00 00 00 00 00 00 00 00 00 -
WM, AA 55 01 00 42 00 - - FO 03 00 00 00 00 00 00 00 00 00 00 00 00 -
MM EHEE: AR BA 01 00 42 00 - - _ -

BI=. 192 FHEEEH (Bl SEONUT, FREBREIEA 448 F3)

TNl 55 AA 00 00 42 00 - 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 -
AR 0, AA 55 01 00 42 00 - - €0 01 00 00 00 00 00 00 00 00 00 00 00 00 -

Il JEbRsEEk (FPC1021 ERKEL) B4 (Blin SEONUS, FRSUERBEEN 2024 F75)

EHLAAE: 55 AA 00 00 42 00 - 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 -

WU AA 55 01 00 42 00 - - E8 07 00 00 00 00 00 00 00 00 00 00 00 00 -
2024 AT IS 2 AL AN B (P94 496 FATHIBIEEI— 40 TR REEEE) WR:

WAL 1. AB 5A 01 00 42 00 - - 196 771 R AR SUBARCE
M R AL 2: AB 5A 01 00 42 00 - - 196 1T AR SURAR K
mi B R AL 3. AB BA 01 00 42 00 - - 196 71T AT R SURAR Ed

M AL 4:  AS 5A 01 00 42 00 - - 196 1T AR SURAR K

WA B HHE L 5. AB BA 01 00 42 00 - - A0 577 I A5 SUBLAR K
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44 T HISSEREE B EE € FJRamBuf fer (CMD_DOWN_CHAR 0x0043)

[ZhBEFunction]
M Host EWFRSURNREHE (Template Data) JHRAETIE8EN Ram Buffer .
[T e
dHost KIERSM, flf Target HEAKHE Ram Buffer + Template) HUEFAFIRAS .
ZFEA A DATA 3+ CRA N IRKIE IR 2 E A B .
© Target KIEHZILEIRIFE A CMHERTE.
Fr AN IER, R [RIHE RS I 45 AL
R BRI AR IERE, 3R] ERR INVALID PARAM .
FrIERf, A HOST Ak WA B R R Ot N 4dE (Ram Buffer w5+ Template
Bfs) B SR AS, FEHENEIE (Ram Buffer 475 + Template FU4E) Ba AR AS
® Host W& Target T ABIRIZNWCEARRES RN ER, WIRI A8 05 E w5 1)
RamBuffer Fll Template F#iifAKi%XZE Target.
oTarget WEIFEAHHEE)G, & Ram Buffer 1D XL, NR[A
ERR INVALID BUFFER ID .
O EIH) Template ) CheckSum o & ANIERH, JIiZ[E ERR_INVALID TMPL DATA .
@KUt EIf Template f#fFETH55E Ram Buffer H13f3%[A] ERR SUCCESS .

[ S A omadad Rose/

&8,
PREFIX 0xAAB5
SID Source Device ID
DID Destination Device ID
CMD 0x0043
LEN ]
DATA 2 + Template Record Size
PREFIX 0x55AA
SID Source Device ID
DID Destination Device ID
RCM 0x0043
LEN
RET
DATA 0
2 B
PREFIX 0xA55A
SID Source Device ID
DID Destination Device ID
CMD 0x0043
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PREFIX 0x5AA5
SID Source Device ID
DID Destination Device ID
RCM 0x0043

LEN

RET

DATA 0

# 4-14 CMD DOWN CHAR #4
¥: {RFFT RamBuffer2 ¥ Template, #AA (CMD_SEARCH, CMD_VERIFY, CMD_GENERATE,
CMD_STORE_CHAR, CMD_DEL_CHAR, CMD_GET EMPTY_ID, CMD_GET STATUS, GET BROKEN_ID,
CMD_GETN_ENROLL_COUNT ) %454 /5, M&thiEH. REBEMA RanBuffer2 .
LB 4. 14- T BIBSAER IR BIEIRE RamBuffer0
Bl—. EREEEM (B0 SEONU, 1REUERSEEA 498 FF)
FHLE4: 55 00 00 43 l- F4 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 -
arampi: M o100 90 52700 FEMEE 0o 00 00 00 00 00 00 00 00 00 00 00 00 00 HENON

s 2 o000 00 Faton GONGd IR 0

55 00
MR e 01 00, 02000 OOMON BBNOR . ki REAGE, BT 12 AT
=, 160 FHEIEE M (Flan SEONU2, FELBARYIEA 1008 FH5)
EHLA4: 55 0000 43 02.00 F3 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 HONOZ
aramapi: M 0100 90 52700 BONEE 0o 0o 00 00 00 00 00 00 00 00 00 00 00 00 HENOH
s 2 o000 20 Falos GoNGd IR o

55 00
R g 01 00, 02000 OOMOD BBNON . kiR AR, BT 12 AN
Hl=. 192 FHEIEEME (Flan SEONUT, FELBIRBIEA 448 F3)
EHLA4: 55 0000 43 02:00 G2 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 DEN0Z
aramapi: M 01 00 90 52700 BONEE 0o 0o 00 00 00 00 00 00 00 00 00 00 00 00 HENOH
gopsees: 2% oo 00 20 EaNon ONGH I O

55 00
R e 0100 ,, 02000 BONON BBNON . rixwmkmEEEEE, B 12 A
I, FEFREEEM (Bl SEONUS) , 2024 FHBUAREES R AN SR, FAUHINT:
LHA4: 55 A 00 00 43 00 02000 EC 07 00 00 00 00 00 00 00 00 00 00 00 00 00 00 HEN0g
a4 sz AA 55 01 00 43 00 0200 JENBE 0o 00 00 00 00 00 00 00 00 00 00 00 00 00 HENON
2024 FHHEEMFRANBEIEE (4%496+40) , FEBIRBEERTHEM 2 FHROERERES, HEWOT:

s 1 50 00 00 g Aol B9NG0 0o oo | S

szt 1. A5 o1 oo 00 3000 NN HBNON . ikt micmrmEGE, BRBL 12 A

oA 00 R R, FTEL 12 AN

M N, 2: 01 00

5A 43
HoEduve 3: A5 00 00 00

M N, 3 A5 01 00 43

Bt 4. 2 00 00 0

5A 43
MR, 4 a5 0100 (o
BARE 5: a5 00 00 43

ML 5: oA 01 00 00
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45 MBREEHRSTEEARIIES  (CMD_DEL_CHAR 0x0044)

[Z)BEFunction]

TR $E € i 5 VG GEE4G Template %5 ~ 45 Template %i's) WA#BCIEM Template o

[T1E e

O HEE

GYITT =8 & = s TR AR AT

FEI 4%, W% [A] ERR INVALID PARAM .

@) EIEE NG EM Template, MIR[E ERR TMPL EMPTY .

@ MIBRIREEHE N CEMFTE Template R[4 R,

[ oo Regoree]

PREFIX 0xAA55
SID Source Device ID
DID Destination Device ID
CMD 0x0044
LEN I

2bytes #2iE Template Jw'5

DB 2bytes

PREFIX 0x55AA
SID Source Device ID
DID Destination Device ID
RCM 0x0044
LEN
RET

DATA 0

% 4-15CMD DEL CHAR #§%

SEf 4.15- B 1 BBRBIEES %S 1-3000 FIFTE RS

THLar4: 55 AA
RN . AA 55

sz 4. 15— 4

EHLa4: 55 AA
FRHmE N . AA 55

sz 4. 15— 4

T4 55 AA
FRHmE N . AA 55

St 4. 15— 4

FHLa4A: 55 AA
BN . AA 55

00
01

2:

00
01

3:

00
01

4.

00
01

00 44 00 04700 01 00 FENEE 00 00 00 00 00 00
00 44 00 02°00 M 00 00 00 00 00 00 00 00

MBREARET RS A 1-1700 KIFFERL

00 44 00 54700 01 00 OB 00 00 00 00 00 00
00 44 00 0200 BONOE 0o 00 00 00 00 00 00 00

MBREIRET RSN 1-500 KA RL

00 44 00 04500 01 00 FEBH 00 00 00 00 00 00
00 44 00 l. - 00 00 00 00 00 00 00 00

MIBRBIEETRSH 1-200 HKIFTE R

00 44 00 04700 01 00 BENEE 00 00 00 00 00 00
00 44 00 02:00 MM 00 00 00 00 00 00 00 00
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FBYITH =B FRERERAF
4F PEHIRERSTEEANEMBOE /%S (CMD_GET_EMPTY_ID 0x0045)

[ )6 Function]
REFE e VG GEEUS Template Si's ~ 45 Template gw'5) WRIVEM (BB VEM Template F))
HIZE—> Template Zi5 .

[THELFES equence]

O FIgEJuE LR, MER[E ERR INVALID PARAM .

@ HRIBEEENAEME— 1D,
EARLE, NEREHAE. B0, iz[E ERR_EMPTY ID NOEXIST .

[ ommand and Response]

PREFIX 0xAA55
SID Source Device 1D
DID Destination Device ID
CMD 0x0045
LEN i
2bytes Holif Template Zw5
Dl 2bytes
PREFIX 0x55AA
SID Source Device 1D
DID Destination Device ID
RCM 0x0045
LEN
RET
DATA 2bytes | ERIHIS: AIVEMEIZE —A Template 'S

# 4-16CMD GET EMPTY ID 54
Sef5] 4. 16— FREL 1-2000 ZREJEE A (0x1-0x07D0) M ANTEMERE, ERZHEN 11

FHA4: 55 AA 00 00 45 00 0400 01 00 BONEE 0o 00 00 00 00 00 00 00 00 00 00 00 EONOE
Fidemssz: AA 55 01 00 45 00 0400 B8 0B 00 00 00 00 00 00 00 00 00 00 00 00 00 FENOH
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FYITT =R E B EFRHEERAT
7 KEREWNRSEESHEM (CMD_GET_STATUS 0x0046)

[Z)EFunction]
FHAE BT H ) Template HITEMPIRE .
[T e

H18E Template 4w TR, WiZ[A] ERR_INVALID TMPL NO .
HIEEMmM TP A Template yEM, MRE 1 o BN, &E 0 .

[ S8 amerdlerd o
PREFIX 0xAAbBS
SID Source Device ID
DID Destination Device ID
CMD 0x0046
LEN ]
DATA YEEHN Template 95
PREFIX 0x55AA
SID Source Device ID
DID Destination Device ID
RCM 0x0046
LEN
RET
DATA Ibyte
s B, 0: BATED

#* 4-17 CMD_GET_STATUS 54

B 4.17- 61 1: KA ID HWS5=1 FIEMRSE, AEM

A4 55 AL 00 00 46 00 BBNOG 01700 00 00 00 00 00 00 00 00 00 00 00 00 00 00 HESHON
paprsz: AA 55 o1 00 46 00 0300 JENBE B8 oo 0o 00 00 00 00 00 00 00 00 00 00 00 HENOH

KB 4.17- 61 2: FKE ID HwS5=1 FIEMRSE, CEMR

FH4r4: 55 AA 00 00 46 00 02100 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 HSHON
paprsz: AA 55 01 00 46 00 0300 JONBE B 0o 00 00 00 00 00 00 00 00 00 00 00 00 [NOH
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GYITT =8 & = TR AR A

48 RERETCEANRBYERBE LIRS (CMD_GET_BROKEN_ID 0x0047)

[ThEe Function]

KEIe EVaE IS Template iS5 = 458 Template 4w'S) WK EyF AR (K2 54 1
57

{E Flash [ Write ¥efErh, A Al e K IR W H 4 R R 5 BUBAR 1438

HOST fEAREmTZ] (fFlan, Target MIVIUGIEBN) , FIAHZIES, KA HE .

LR R AR, 75 B ok 2 e o

[TfEit#E Sequence]
O A FREVEH TR WIR[E] ERR_INVALID_PARAM .
@ A4 Y Y BT O 3 A RO REAR (B A5 A7 000
EATAE OO, D3R (3] CARAURAR (1A~ BOR 58 — AN R B 4 5
B, B EFEAR g5 #H 0
[#r4 S M. Command and Response]

PREFIX 0xAAB5
SID Source Device ID
DID Destination Device ID
CMD 0x0047
LEN
2bytes #oh4s Template 4w
DATA 2bytes
PREFIX 0x55AA
SID Source Device ID
DID Destination Device ID
RCM 0x0047
LEN
RET
2byte
DATA
2byte

% 4-18 CMD GET BROKEN 1D #54
SER 4.18- FREX 1-200 YEE A RIFESCA 5 ID /S

FHlAr4: 55 AL 00 00 47 00 04700 01 00 EEMEE 00 00 00 00 00 00 00 00 00 00 00 00 [ENGY

Kibenarz: AA 55 01 00 47 00 0600 ONEE BBNEE oo 0o 0o 00 00 00 00 00 00 00 00 00 HENGH
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FBYITH =B FRERERAF
49 FERSIEE AN SFEMAIFES0E % (CMD_GET_ENROLL_COUNT 0x0048)

[DhBEFunction]

RECIEE VO (246 Template %5 ~ 45 Template Zi'5) W EiEMIFRSLEL.
[T1E TS gen

OFfaEJuHELRL, WA ERR INVALID PARAM .

@ R [mI B R A4 S A2

8y el Renss]
PREFIX 0xAAB5
SID Source Device ID
DID Destination Device ID
CMD 0x0048
LEN |
2bytes FelUf Template Zw'5
DATA 2bytes
PREFIX 0x55AA
SID Source Device ID
DID Destination Device ID
RCM 0x0048
LEN
RET
DATA 2bytes CEM ) Template 3%

% 4-19 OMD GET ENROLL COUNT $54

S 4. 19— 3REX 1-200 (0x000170x00C8) JEREA K EEME &8, 288 10 (0x000A)

EHLA4: 55 AL 00 00 48 00 0400 01 00 BB 00 00 00 00 00 00 00 00 00 00 00 00 HNGY
Fidemssz: AA 55 01 00 48 00 0400 EHBE 04 00 00 00 00 00 00 00 00 00 00 00 00 00 FENON
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BEYIH =B FREERAT
49 MNEHTE ImageBuffer HHJFESIEG =AM (CMD_GENERATE 0x0060)

[ZhBEFunction]
M ImageBuffer HHIFREIEG=AI8EE MR Template FF{RFF T 48 Ram Buffer H.

[T nen]

OF+8E Ram Buffer Zw'5 o, NREIEIRES ERR_INVALID BUFFER ID .
QK # ImageBuffer "PEUGHIIEMM: . EHAIERG, WIRE ERR BAD QUALITY .
O A I Template ffAET455E Ram Buffer H3fiR[A] ERR SUCCESS .

8 ey o Remes]
PREFIX 0xAA55
SID Source Device 1D
DID Destination Device ID
CMD 0x0060
LEN I
DATA 2bytes Ram Buffer %5
PREFIX 0xb5AA
SID Source Device 1D
DID Destination Device ID
RCM 0x0060
LEN
RET
DATA 0
F 4-20 CMD_GENERATE 454
T

CMD GENERATE #84#ZM ImageBuffer A Template Data. B, M 1%ZIELZHi,
SEEHLHA CMD_GET IMAGE 184, ¥ EBMEET ImageBuffer H.

L 4.20- B 1: M ImageBuffer =4 iR B IE (R FEFERamBuffer0 #
LH4r4: 55 AA 00 00 60 00 02100 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 BINOH

wagrsz: AA 55 01 00 60 00 0200 JBNBE 0o 00 00 00 00 00 00 00 00 00 00 00 00 00 BE2NON

25 4.20- B 2: M ImageBuffer A4 iR BIE{REEERanBufferl &
LH44: 55 A 00 00 60 00 02100 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 BENON

pebipi: A 55 01 00 60 00 02.00 HENEE 00 00 00 00 00 00 00 00 00 00 00 00 00 00 BENOH

L 4.20- B 3: M ImageBuffer =4 iR BIE{RFEFERamBuffer2 #
J:Hdr4: 55 AL 00 00 60 00 D2100 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 BSNON

papsz: AA 55 o1 00 60 00 02.00 JENBE 0o 0o 00 00 00 00 00 00 00 00 00 00 00 00 B2NON
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EYIH =g FREBARAH
42  ARFRSUER SR T \NE (CMD_MERGE 0x0061)

[Z)EFunction]

W AFAE Ram Buffer HHARIAR & IF4 AR E0dE I 5 IR F T#8 € 1) Ram Buffer i,
ERAET Ny 2 B 3:

EHN 2 . WA Ram Buffer0 1 Ram Bufferl [ Template o

#HN 3 . WA Ram BufferO. Ram Bufferl #1 Ram Buffer2 [ Template .

[T e
O#f8E Ram Buffer Zw'5 o, WIR[FIEEZAYS ERR_TINVALID BUFFER 1D
O G AR, W[ ERR_GEN_COUNT .
OMIEA BN, B Template HAERM— Template o # A ALRMUR FIE RN,
OBA KT Template fRAZFTFEEN] Ram Buffer HJfik[E] ERR SUCCESS .

[ S8 ez Ros

PREFIX 0xAA55
SID Source Device ID
DID Destination Device ID
CMD 0x0061
LEN I
2bytes Ram Buffer 45
PREFIX 0x55AA
SID Source Device 1D
DID Destination Device ID
RCM 0x0061
LEN
RET
DATA 0

#* 4-21 CMD MERGE #&%

K 4.21- K RamBuffer H 3 MNMEFHIRSURIRB AN 1 MESUEREE

H4r4: 55 AA 00 00 61 00 0300 00 00 B8 00 00 00 00 00 00 00 00 00 00 00 00 00 FENOH
pebipi: A 55 01 00 61 00 02.00 HEMEE 0o 00 00 00 00 00 00 00 00 00 00 00 00 00 BENOH
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BEYIH =B FREERAT
42 8% 2 /MRamBuffer Z[8]AIREARMELYT (CMD_MATCH 0x0062)

[ZhBEFunction]
EEMIPA Ram Buffer ] Template Z[AJFEATELXT o
[T1E TS gen
OF#FEE Ram Buffer 45 o, WIix[alfEiRAYS ERR INVALID BUFFER ID .
OF8E M) Ram Buffer FHIPA Template 2 [8]3E4T EbXk ik B H 45 5 .

i EERE AT, M) RET #%[A] ERR SUCCESS H. DATA IR [H]% E BH 345 5
A0, RET 3%[5] ERR_VERIFY .

8y el Renss]

PREFIX 0xAA55
SID Source Device ID
DID Destination Device ID
CMD 0x0062

LEN

2bytes b AT 28—/ Ram Buffer 4w'5

PREFIX 0xb5AA
SID Source Device 1D
DID Destination Device ID
RCM 0x0062

LEN

RET

DATA P/ ET

#* 4-22 CMD MATCH #&4

Sefg] 4. 22- ¥ RamBuffer0 55 RamBufferl HHIFESUEEMREIT 1:1 bbXF, &8: ULECRRID

FHLAr4: 55 AA 00 00 62 00 04.00 00 00 PENEE 00 00 00 00 00 00 00 00 00 00 00 00 EENOH
pebipsi: AA 55 01 00 62 00 02.00 BB 0o 00 00 00 00 00 00 00 00 00 00 00 00 00 FANGH
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EYIH =g FREBARAH
43 IHEHSTEEALN 1: N H%] (CMD_SEARCH 0x0063)

[T BEFunction]

f65E Ram Buffer AR 548 BRI (4G Template g5 = 45 Template Zw'5) WY
Fi B EENHESL Template Z [T 1:N LEXF iR [FIH 45 R
[T e
O#F8E Ram Buffer 45 La, WIR[FIEE RS ERR_INVALID BUFFER 1D .
OF R M AERITRL, MR [FI4H %S ERR_INVALID BUFFER_ID .
WA CYFEM Template , NIIR[FI45RAS ERR_ALL_TMPL_EMPTY .
@5 E Ram Buffer H¥) Template 5 CiFEMAIFTA B 2 [A1E4T LEXF FEIR B 45 5
P8 Z T, W RET iR [l ERR_SUCCESS HFE DATA 35 [l 448 2 tH FOREAR 4 5 AR i
FHaE . &), RET iR\ ERR_IDENTIFY .

(858 amarderd s
PREFIX 0xAA55
SID Source Device ID
DID Destination Device ID
CMD 0x0063
LEN ]
2bytes Ram Buffer %W5
DATA 2bytes
2bytes P ZRHI4E K Template 9w
PREFIX 0x55AA
SID Source Device ID
DID Destination Device ID
RCM 0x0063
LEN
RET
DATA Sbytes |
Template 4w (2bytes) + _

#* 4-23 CMD_SEARCH 4
Sef5l4, 23— B AELERamBuf fer0H AR 7E 1-2004% = 76 BB N (3B SL b %t , Hext4s SR 1D=8
A4 55 AL 00 00 63 00 06.00 00 o¢ [INOD 00 00 00 00 00 00 00 00 00 00 HIN0Y

piguasz: A 55 o1 00 63 00 0500 MBI 08 00 B 00 00 00 00 00 00 00 00 00 00 00 FNGE
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EYIH =g FREBARAH
42 8% RamBuffer S5¥84UEHTEE S5 HIEMR LY (CMD_VERIFY 0x0064)

[ThEE Function]
f85€ Ram Buffer Akt S48 228 e g 5 A 2 [)3EAT 101 EUXS IR RIILEE R,
[T/EiEFE Sequence]

OF1EE Template w5 Rk, MR[EIE RIS ERR_INVALID TMPL NO .

@ 18E Ram Buffer Zw'5 i, W [H451%A% ERR INVALID BUFFER ID .

@G AEETEER SIFMA Template , IR [E4EIRIY ERR TMPL EMPTY.

@F8E Ram Buffer BN S T8 R gn'T BN (A1 3EAT L IR (Rl H 25 5
FFHG AT M RET #%[5] ERR SUCCESS H. DATA i%[H] Template %5 A% fE 5 4k
R, BNW: RET iR[Fl ERR_VERIFY .

[#574 K WM. Command and Response]

PREFIX 0xAA55
SID Source Device ID
DID Destination Device ID
CMD 0x0064
LEN |
2bytes b X Template 45
DATA 2bytes
PREFIX 0x55AA
SID Source Device ID
DID Destination Device ID
RCM 0x0064
LEN
RET
DATA Shytes IS : Template 25 (2bytes) +

£ 4-24 CMD_VERIFY 84

SE4, 24— ¥ERamBuffer0H R 38 SUEMR 5 BUE BB 4n B NS IFR 401 : 1384

A4 55 A 00 00 64 00 04900 08 00 OB oc 0o 00 00 00 00 00 00 00 00 00 00 FENON
webtrs, AA 55 01 00 64 00 0500 BB 08 0o B 00 00 00 00 00 00 00 00 00 00 00 [2N0D
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FIIT = i FRIEAR AT
47 WEMHEPFF]S (CMD_SET MODULE_SN 0x0008)

[ZBEFunction]
REHCER M EHLR R I T 5] S (Module SN) FH{RfFEFAbiF, Module SN A 16 F5,
[T tFkaen

oHost KikFEAHL, 1113 Target HEAZHE Module SN) BUSEARIRAS .
ZIE AR DATA b, CWEA FRAERTES UMK,
@Target KU EIMFe AR IERMYE:
ANIERf: IR (R RIS 45 AL B
AR RRVCBAR R/ NASTERf . R [B] ERR_INVALID_PARAM.
P IERG: TR T &5 C 3k NBEE Module SN) I ARIRAS ] HOST REMNZAL, I
HEANEHE Module SN ) S RRIRAS
oHost WBINEM)E, EfELSEHRE+HEE Module SN FEAIER Target.
oTarget WEFEAHIERAS, % Module SN W B TR IFIR I H L5 R,

[ S A emadad Rgose

o
PREFIX 0xAA55
SID Source Device ID
DID Destination Device ID
CMD 0x0008
LEN ]
DATA 16 Module SN gk )
PREFIX 0x55AA
SID Source Device ID
DID Destination Device ID
RCM 0x0008
LEN
RET
DATA g
SR )
PREFIX 0xA55A
SID Source Device 1D
DID Destination Device ID
CMD 0x0008
LEN
DATA Module SN(16bytes)
PREFIX 0x5AA5
SID Source Device 1D
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BYIT =R EZ B TREAERA T

DID Destination Device ID
RCM 0x0008

LEN

RET

DATA g5

# 4-25 CMD SET MODULE SN #84

e 4. 25- R EEBFS]SA: 1IDWD2011-0123456

W4 55

Wiy, AA
y AA
st o

ZERMINL: [z,

00 00
01 00
00 00
01 00

08
00

08
00

no

02700 10 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 HINOM
0200 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 DANOL
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BYIT =R EZ B TREAERA T

4% ZBUESRF5]S (CMD_GET MODULE_SN 0x0009)

[ThEE Function ]
BARAE TR T Module SN KiXZE Host.
[TAEiE#E Sequence]

O LUIEA A ARIEI, ¥ HOST #HH Module SN R /INE & N B8 3T N 2
& WARAE TR Module SN, FIJFH N &AL & 1% .

[#74 WiIM. Command and Responsel]

PREFIX 0xAA55
SID Source Device 1D
DID Destination Device ID
CMD 0x0009
LEN ]
DATA p
PREFIX 0xb5AA
SID Source Device 1D
DID Destination Device ID
RCM 0x0009
LEN
RET
DATA JRI 1<T’4\§ﬁﬁ§522§f9E@iﬁﬁ%ﬁiﬁi(Module SN Size(16))
R FHRED
G IT B 8L 2 B
PREFIX 0xbAAS
SID Source Device ID
DID Destination Device ID
RCM 0x0009
LEN
RET
DATA

# 4-26 CMD_GET MODULE_SN #£4
St 4. 26- RBURBUFSIS, REIKFFISA: IDWD2011-0123456

FHLAr4: 55 AL 00 00 09 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 DENON
kbR AA 55 01 00 09 00 0400 JENBE 10 00 00 00 00 00 00 00 00 00 00 00 00 00 EDNOH
TN BT 515 2 i 4«

w5 s o100 0 00 12 00 GHGH [ ENEEEEENR oo o:
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FIIT = i FRIEAR AT
47 FEBEEM ID %)FE (CMD_GET ENROLLED ID LIST 0x0049)

[ThEE Function ] REMTHELRHE ID FIREEKIEZE HOST,

L ID YRGB MW

AT MIRIRE x(x = TS50 FFR) * 8 + 75 (M 0 FFUR) Nn 5 115
N0, MFRREEEM. &R 1, WERDTEM.

Blhn; % ID FIRE B ANFIN 010000012 #EH]), FANLHIE LUR:
MAETFEEES 0 fi(1) : 8%2+0 = 16 (&5 16 4%'5h CIEMIELSD

MATFEEES 1407(0): 8%2+1 =17 (26 17 g5 B MRS

MATFLEES 6 Fr(1) @ 8*2+6 = 22 (55 22 4 5 CEMHE LD

MATHUESES 7 £7(0) @ 8%2+7 = 23 (56 23 % 5 IRTEMIE LD

[T4E Sequence]

O LIRS NA W ZN HOST AHEIT 1D FI3RAF BRI AN E G KN
@ DANEHE B pOs b 2y 1D FIR(E R

[fﬁé}lﬁﬂ@ﬁi Command and Response]

PREFIX 0xAA55
SID Source Device ID
DID Destination Device ID
CMD 0x0049
LEN ]
DATA pi
PREFIX 0x55AA
SID Source Device ID
DID Destination Device ID
RCM 0x0049
LEN
RET
DATA Bl TR AN R B AL ) 24 K (ID List Information Size)
R R
G IT B 8L 2 B
PREFIX 0xbAA5
SID Source Device 1D
DID Destination Device ID
RCM 0x0049
LEN
RET
DATA

% 4-27 CMD GET ENROLLED_ID LIST 84
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FIITT =R R TR AR AF
L4, 27 - FEEID=1"490EEMHEN T HIH F 17 # 755

FHLar4: 55 AA 00 00 49 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 -
e S AA 55 01 00 49 00 04 00 - 41 00 00 00 00 00 00 00 00 00 00 00 00 00 -
A
A5 5A 01 00 49 00 43 00 - FE FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FE FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FEF Fb FF EF FF FF FF FF FE FEF FE FF

FF FF FF FF FF FF FF FF FF FF FF FF FF 07 00 00 0 -

User ID List ¥

00 ANFATH: OxFE=1111 1110, W) ID=0 ARyEM, ID=1"7 CIEM:
0 (0%8+0) iy 0, ID=0 AJEM
1 0%8+1) Ay 1, ID=1 CiEM

7 (0%8+7) AN 1, ID=7 T3t
1 ANFAN: 0xFF=1111 1111, M) ID=8"15 #F7M:
8 (1x8+0) iy 1, ID=8 it
9 (1x8+1) fiy 1, ID=9 it
15 (1%8+7) fii2y 1, ID=15 CiFEM
#61 NMFEFON: 0x07=0000 0111, M.
% 488 (61x8+0=488) AN 1, 1D=488 Wy}
5489 (61%8+1=489) fiiy 1, 1D=489 CyE/
490 (61%8+2=490) iy 1, 1D=490 CyFt
B 491 (61%8+3=491) A4 0, 1D=491 KMt
% 495 (61%8+7=495) £ 0, 1D=495 ARyt
62 NN 0x00=0000 0000, M.
496 (62x8+0=496) AN 0, 1D=496 AyE/M
5497 (62%8+1=497) £y 0, 1D=497 ARyE/M
498 (62%8+2=498) fiiy 0, 1D=498 AKJE/M
499 (62%8+3=497) iy 0, 1D=499 ARyFMt
5500 (62%8+4=500) 4 0, ID=500 AKJEMt

o o o
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EYIH =g FREBARAH
48  HARERIRZS (CMD_ENTER STANDBY STATE 0x000C)

[Z)§EFunction]
R NRARIR S .
[T fESequence]

Bibuk RI38 A2 J5, R[] ERR SUCCESS FfiE ARHRARE .

[ SR omaderd R
PREFIX 0xAAB5
SID Source Device ID
DID Destination Device ID
CMD 0x000C
LEN
DATA T
PREFIX 0x55AA
SID Source Device ID
DID Destination Device ID
RCM 0x000C
LEN W 2
RET i
DATA ToH A

Z 4-28 CMD ENTER STANDBY STATE
e 4. 28— fFRELRHFANRIRIRES

A4 55 AL 00 00 0C 00 BOTOO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 DBNON
pedemrsz: A 55 01 00 oc 00 02:00 HBMBE oo 00 00 00 00 00 00 00 00 00 00 00 00 00 PENON

ATA) _iz‘
VE=:

1. KWt BIBERT I SE R % A4 (CMD ENTER STANDBY STATE) , fHasiEibizciA
FEVLRAS F TSRt e .
2. FEREMEYORN T RFRIRIIEE
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EYITT =R E Z TR ER A
42 HEshiARiESfE R EE (CMD_ADJUST SENSOR 0x0025)

[Z)BEFunction]
H Bl 8 R AL 8 2 A7 78 S U SRR FERCR I e U ES
[T fESequence]

YT sensor FFiR Al H gk B,

(e Ry

PREFIX 0xAAbB5
SID Source Device ID
DID Destination Device ID
CMD 0x0025
LEN I

DATA T

PREFIX 0x55AA
SID Source Device ID
DID Destination Device ID
RCM 0x0025

LEN

RET

DATA ToHE

# 4-29 CMD_ADJUST SENSOR 454
T SRR SRR IRER A SCRFILTIRAE, AT IR IR

St 4.29- BIARBOL RS

M4 55 AA 00 00 25 00 00100 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 BANGH
Kigmrii: AA 55 01 00 25 00 02 00 BONBE 0o 00 00 00 00 00 00 00 00 00 00 00 00 00 BENOH
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Y =iz FRIEER AR
49 BREE1RIR[El (Incorrect Command)

[Z)BEFunction]

BB TR RS, SR I S RO, 1 HOST Kiiny

pad

=1 o

[ Command and Response]

PREFIX 0x55AA
SID Source Device ID
DID Destination Device ID
RCM 0x00FF
LEN ‘
DATA -

# 4-30 Incorrect Command &[5l
41 TEREW

@® CMD GENERATE #54&M ImageBuffer 4% Template Data.
R, VHZELSZ, FEELIHH CMD_GET IMAGE 84, B RMGMHRET
ImageBuffer 1,

® 1AM CMD VERIFY , CMD SEARCH, CMD GENERATE, CMD MERGE, CMD MATCH #§%,
M{RAET ImageBuffer i EMGpiFH .

® {RfFT Ram Buffer2 ") Template , ¥ CMD SEARCH, CMD VERIFY, CMD GENERATE,
CMD STORE CHAR, CMD DEL CHAR, CMD GET EMPTY ID, CMD GET STATUS, GET BROKEN ID,
CMD_GETN_ENROLL_COUNT #§4, &t

J—H:n Iz//%Tﬁiﬂﬂ‘Zﬁl\a Kg/fiﬁﬁ Ram Buffer2 .
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BRIl =88

B TRRERAF

(F2) M (Response) KiERfRIZFE (Error Code)

No Response K4EiRAAAGS (El Tt B3

1 ERR SUCCESS 0x00 | 82 A HE ).

2 ERR FAIL 0x01 | F5 2 AbBERIL .

3 ERR VERIFY 0x10 | 5FEHm T+ Template B 1:1 HEXFIRIL,

4 ERR IDENTIFY 0x11 | 4T 1:N EXF, {HAH[R Template ANAFEFE.

5 ERR_TMPL_EMPTY 0x12 | FEFRE 95 P AFAECTEN T Template .

6 ERR TMPL_NOT EMPTY 0x13 | fE48 E 9w 5 HH EAF(E Template

7 ERR ALL TMPL EMPTY 0x14 | NFECTEM Template

8 ERR_EMPTY ID NOEXIST | Ox15 | NAALERIVEM A Template ID .

9 ERR BROKEN ID NOEXIST | 0x16 | NFEAECHIAK Template .

10 | ERR _INVALID TMPL DATA | 0x17 | ¥85€H] Template Data JCR{.

11 ERR DUPLICATION ID 0x18 | HFe Lo iEM -

12 ERR BAD QUALITY 0x19 | Fe 8t EE I EAE -

13 ERR _MERGE FAIL 0x1A | Template A 2R,

14 ERR NOT AUTHORIZED 0x1B | ¥&A #ATE TSI
I
o DA EIRESEEE A
CMD_VERIFY DEVPASS #H4T#fiN, MR T
CMD_TEST CONNECTION, CMD VERIFY DEVPASS 2 AMK]
Fr 82 ER R [ RS .
QA WA WEIBEWEN, WA LIAZIS N Z Y
el A BT 1842

15 ERR MEMORY 0x1C | /M6 Flash ke Hi4k.

16 ERR_INVALID TMPL NO 0x1D | ¥85%€ Template %5 LK.

17 ERR_INVALID PARAM 0x22 | fHH T AIERIN S50

18 ERR_GEN COUNT 0x25 | ¥EELE A ETEAK -

19 ERR TIME OUT 0x23 | £ TimeOut KA P EH I ANFRLL.

20 | ERR INVALID BUFFER ID | 0x26 | Buffer ID {EANIEH.

21 ERR FP NOT DETECTED 0x28 | KAE# LA IRSURIN -

22 ERR _FP_CANCEL 0x41 | ¥54HHUH -
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6.1 B2 (Enroll Process)

CMD_GET_STATUS
No

Yes
Enroll Step = 0

CMD_GET_IMAGE

Capture Finger

CMD_GENERATE(EnrollStep :
No Ram Buffer No)

Yes

Enroll Step Increasement

Enroll Step =

CMD_MERGE

Result = Fail

Enroll merged template CMD_STORE_CHAR

Result = Success
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6.2 FBSIGIEZIRE] (Verify & Identify) JifE

CMD_GET_IMAGE
Capture Finger

CMD_GENERATE

Create Template

CMD_VERIFY/
CMD_SEARCH

Verify / Identify

Result = Fail Result = Success

End

B 6-2: RAIEXIRFIFEE
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	4.6采集指纹图像（CMD_GET_IMAGE
	4.7检测手指（CMD_FINGER_DETE
	）..................
	）.................
	4.8上传指纹图像到主机（CMD_UP_IMA
	4.9下载指纹图像到模块（CMD_DOWN_I
	4.10控制采集器背光灯开/关（CMD_SLED
	4.11保存指纹模板数据到模块指纹库（CMD_S
	4.12读取模块中的指纹并暂存在 RAMBUFF
	4.13将暂存在 RAMBUFFER 中的指纹模
	4.14下载指纹模板数据到模块指定的 RAMBU
	4.15删除指定编号范围内的指纹 （CMD_DE
	4.16获取指定编号范围内可注册的首个编号 （C
	4.17检查指定的编号是否已被注册（CMD_GE
	4.18检查指定范围内的指纹库是否有数据损坏（C
	4.19获取编号范围内已注册的指纹总数（CMD_
	4.21合成指纹模板数据用于入库（CMD_MER
	4.22指定 2 个 RAMBUFFER 之间的
	4.23指定编号范围内的 1：N 识别（CMD_
	4.24指定 RAMBUFFER 与指纹库中指定
	4.25设置模块序列号（CMD_SET_MODU
	4.26读取模块序列号（CMD_GET_MODU
	）..................
	）.................
	4.27获取已注册 ID 列表（CMD_GET_
	4.28进入休眠状态（CMD_ENTER_STA
	4.29自动调整指纹传感器（CMD_ADJUST
	）..................
	）.................
	4.31注意事项49
	(五)响应（RESPONSE）及错误代
	(六)指纹登记及识别流程51
	(一) 概述
	利用读取模块信息指令（CMD_DEVICE_INFO）
	或 Demo 演示程序中“获取模块信息”按钮得到的信息如下： 模块信息组成规则：
	_算法芯片型号_采集器型号_无或模块硬件名称_无或 Inner ID：表示 ID
	(由至少 4 个字母组成)及指纹识别算法名称（无或一个数字）： 支持如下几种：
	三能沃德通讯协议栈 A（简称：老协议）
	三能沃德通讯协议栈 B（简称：新协议），本手册描述的通讯协议文档三能沃德通讯协议栈 A+B 双协议都
	:三能沃德协议栈协议 （简称：三能协议） 指纹识别算法名称分类如下：
	无：常规通用算法，适用于所有指纹传感器，指纹特征数据大小：496 字节
	2： 简称 160 新算法，仅支持 160*160 像数的指纹传感器，指纹特征数据大小：1008 字
	5： 非特征算法，仅支持 FPC1021/1025 指纹传感器，指纹模板数据大小：2024 字节
	7： 简称 192 新算法，仅支持 192*192 像数的指纹传感器，指纹特征数据大小：448 字节
	算法芯片型号：QS808/ID808/ID809/ID811
	ID808: Cotex-M4 内核，144Mhz 主频，96K RAM+1MB FLASH，QFP
	ID811: Cotex-M4 内核，150/120Mhz 主频，128K RAM+512KB FL
	注意:
	使用模块时这个参数非常重要，不确定时请咨询我司销售，或通过指令或用演示程序读取指纹容量。   1.识
	2.使用我司的演示程序时，要选择跟本模块相匹配的指纹容量，否则连续识别时会提示参数错误。   获取
	表 1.5：应用开发快速入门必须用到的指令列表
	应用开发者也可以用参考我司提供的测试程序源码（NOEMHost_v3.18_20191230.7z）
	或直接用串口监控程序（例如：Bus Hound 或 AccessPort 等监控软件），监控指纹模块

	(二) 通讯协议（协议栈 B）-综述
	模块上电后固件 BOOT 需要时间（即硬件及算法初始化时间），主机必须等待模块完成初始化后才能给模块
	1.主机收到模块的握手信号 0x55 后，即可开始给模块发送指令
	2.主机控制模块上电后，延时 280ms 即可开始给模块发送指令
	主机 H O S T指纹模块 T A R G E T
	图 2-1 协议栈 B 的通讯过程
	2.2通讯包 Packet 的分类
	表 2-1 Packet 识别代码
	注：从模块 Target 至 Host 中传输 14byte 以上数据时，需利用响应数据包（Res


	(三) 通讯命令（Command ）简介
	3.2各版算法生成的指纹模板（Template Record）数据
	不同版本的算法生成的指纹模板数据长度是不一样的，在调用上传指纹模板（CMD_UP_CHAR）/下载指
	表 3-2 各版算法生成的指纹模板（Template Record）数据长度

	3.3命令列表（ Command List ）

	(四) 各通讯命令（Command）详细说明
	[命令和响应Command and Response]
	表 4-1 CMD_TEST_CONNECTION 指令
	根据指定的参数类型（Parameter Type），设置设备参数（Device ID, Securi
	Baudrate, Duplication Check, Auto Learn，FP TimeOut
	○1 若指定 Parameter Type 无效，则返回 ERR_INVALID_PARAM 。
	○2 若指定 Parameter Value 无效，则返回 ERR_INVALID_PARAM 。
	○3 根据 Parameter Type，设置 Parameter Value 并返回其结果。
	表 4-2 CMD_SET_PARAM 指令
	根据指定的参数类型（Parameter Type） ，获取模块 (Device ID, Securi
	Baudrate, Duplication Check, Auto Learn)等的参数值。有关 P
	若指定 Parameter Type 无效，则返回 ERR_INVALID_PARAM 。返回指
	表 4-3 CMD_GET_PARAM 指令
	[功能Function]   获取模块的版本等设备信息（Device  Inform
	ID_协议栈及算法名称_算法芯片型号_采集器型号_无或模块硬件名称_无或 Inner

	○1 首先利用指令应答包，将下次发送的应答数据包的数据长度发送至 HOST。
	○2 利用应答数据包，发送 Device Information 。
	表 4-4 CMD_DEVICE_INFO 指令
	将设备设置为 IAP 状态。
	收到指令包后，将设备设置为 IAP 状态。
	表 4-5 CMD_ENTER_IAP_MODE 指令
	从采集器采集指纹图像并保存于 ImageBuffer 中。
	从采集器采集指纹图像。若采集图像正确，则返回 ERR_SUCCESS 。否则返回错误码。
	○1 若在 Fp TimeOut 时间内没有检测到指纹，则返回 ERR_TIME_OUT。
	○2 若在采集过程中或等待指纹输入过程中收到 CMD_FP_CANCEL 指令，则取消此指令的运行并
	表 4-6 CMD_IMAGE 指令
	检查收到指令时刻指纹输入状态并返回其结果。
	返回收到该指令的时刻，Sensor 检测到的指纹输入状态。
	表 4-7 CMD_FINGER_DETECT 指令
	根据指定 Image Type ，将保存于 ImageBuffer 中的图像发送至 Host 。若 
	（光学采集器及半导体采集器：242*266(202*258)，滑动采集器 FPC1080：128*4
	（光学采集器及半导体采集器：121*133(101*129)，滑动采集器 FPC1080：64*21
	若指定 Image Type 无效，则返回 ERR_INVALID_PARAM 。利用指令应答包
	根据 Image Type，利用应答数据包，将图像以 496bytes 单位分成并发送至 HOST

	[命令及响应Command and Response]
	…
	注：
	1.调用该指令之前，必须先调用 CMD_GET_IMAGE 将指纹图像保存于 ImageBuffer
	2.高分辨率模式（Full Mode）宽度*高度：242*266/202*258/128*436
	将从 Host 收到的图像数据保存于 ImageBuffer 中。
	Host 以 496bytes 单位将图像发送至 Target 。这时，同时发送图像数据编号。
	○1 若图像高度或图像宽度不正确，则返回 ERR_INVALID_PARAM 。
	○2 利用应答包返回 ERR_SUCCESS 。
	○3 接收指令数据包将图像保存于 ImageBuffer 中。
	表 4-9CMD_DOWN_IMAGE 指令
	控制光学采集器背光灯的开/关，或某些型号指纹模块的三色指示灯的显示状态。
	不进行任何操作返回 ERR_SUCCESS 。
	表 4-10 CMD_SLED_CTRL 指令
	将暂存于指定 Ram Buffer 中的指纹模板保存于指定编号的模块指纹库中。
	若指定 Template 编号无效，则返回错误码 ERR_INVALID_TMPL_NO 。
	若指定 Ram Buffer 编号无效，则返回错误码 ERR_INVALID_BUFFER_ID 
	若 Duplication Check 设置为 OFF，则直接将指定 Ram Buffer 中的指
	○4 若 Duplication Check 设置为 ON，则将指定 Ram Buffer 中的 T
	若存在比对成功的模板，说明该指纹已注册，则返回（RET）：ERR_DUPLICATION_ID， 且
	否则，将该模板注册于指定 Template 编号的指纹库中并返回其结果。
	将指纹库中指定编号中的指纹模板（Template）取出并暂存于指定的 Ram Buffer 中。
	○1 若指定 Template 编号无效，则返回 ERR_INVALID_TMPL_NO 。
	○2 若指定 Template 编号中没有注册 Template，则返回错误码 ERR_TMPL_E
	○3 若指定 Ram Buffer 编号无效，则返回错误码 ERR_INVALID_BUFFER_I
	○4 将指定编号中的 Template 保存于指定 Ram Buffer 中并返回 ERR_SUCC
	指定 Ram Buffer 编号无效，则返回 ERR_INVALID_BUFFER_ID 。
	利用指令应答包将 HOST 待接收的 Template 数据的大小发送至 HOST。利用应答数据
	表 4-13 CMD_UP_CHAR 指令
	从 Host 接收指纹模板数据（Template Data）并保存于指定的 Ram Buffer 中
	○1 Host 发送指令包，使 Target 进入数据(Ram Buffer + Template)
	○2Target 检查接收到的指令包的准确性。若不正确，则返回错误码并结束处理。
	若待接收的数据大小不正确，则返回 ERR_INVALID_PARAM 。
	若正确，则向 HOST 发送应答包表示模块已进入数据(Ram Buffer 编号+ Templat
	○3Host 收到 Target 已进入数据接收等待状态的应答包，则利用指令数据包指定编号的 Ra
	○4 Target 收到指令数据包后，若 Ram Buffer ID 无效，则返回 ERR_INVA
	○5 检查收到的 Template 的 CheckSum 。若不正确，则返回 ERR_INVALID
	○6 将收到的 Template 保存于指定 Ram Buffer 中并返回 ERR_SUCCESS
	实例 4.14-下载指纹模板数据到模块的 RamBuffer0
	例一、通用算法固件（例如 SEONU，指纹模板数据为 498 字节）
	例二、160 新算法固件（例如 SEONU2，指纹模板数据为 1008 字节）
	例三、192 新算法固件（例如 SEONU7，指纹模板数据为 448 字节）
	例四、非标算法固件（例如 SEONU5），2024 字节模板数据分成五个数据包传输，特别说明如下：
	2024 字节数据分拆成五个数据包（4*496+40），在模板数据前增加 2 字节的数据块编号，

	删除指定编号范围(起始 Template 编号 ~ 结束 Template 编号)内全部已注册的 T
	若指定范围无效，则返回 ERR_INVALID_PARAM 。
	若指定范围内没有注册 Template，则返回 ERR_TMPL_EMPTY 。删除指定范围内已
	表 4-15CMD_DEL_CHAR 指令
	获取指定范围(起始 Template 编号 ~ 结束 Template 编号)内可注册(没有注册 T
	① 若指定范围无效，则返回 ERR_INVALID_PARAM 。
	② 搜索指定范围内可注册的第一个 ID。
	若存在，则返回其值。否则，返回 ERR_EMPTY_ID_NOEXIST 。

	[命令及响应Command and Response]
	表 4-16CMD_GET_EMPTY_ID 指令
	获取指定编号中的 Template 的注册状态。
	若指定 Template 编号无效，则返回 ERR_INVALID_TMPL_NO 。
	若指定编号中已有 Template 注册，则返回 1 。否则，返回 0 。
	表 4-17 CMD_GET_STATUS 指令
	检查指定范围(起始 Template 编号 ~ 结束 Template 编号)内的已注册模板的是否有
	在 Flash 的 Write 操作中，有可能因突然断电等原因导致模板的损坏。
	HOST 在任意时刻（例如，Target 的初始启动），利用该指令，检查模板的破损情况。已破损的模板
	○1 若指定范围无效，则返回 ERR_INVALID_PARAM 。
	○2 检查指定范围内所有已注册的模板的破损情况。
	若存在已破损模板，则返回已破损模板的个数和第一个已破损模板编号。否则，模板个数和模板编号都为 0 。
	表 4-18 CMD_GET_BROKEN_ID 指令
	获取指定范围(起始 Template 编号 ~ 结束 Template 编号)内已注册的指纹总数。
	○1 若指定范围无效，则返回 ERR_INVALID_PARAM 。
	○2 返回模块中注册的指纹的个数。
	表 4-19 CMD_GET_ENROLL_COUNT 指令
	从 ImageBuffer 中的指纹图像产生指纹模板 Template 并保存于指定 Ram Buf
	○1 若指定 Ram Buffer 编号无效，则返回错误码 ERR_INVALID_BUFFER_I
	○2 检查 ImageBuffer 中图像的正确性。若不正确，则返回 ERR_BAD_QUALITY
	○3 将生成的 Template 保存于指定 Ram Buffer 中并返回 ERR_SUCCESS
	表 4-20 CMD_GENERATE 指令
	将暂存在 Ram Buffer 中的模板合并生成模板数据并后保存于指定的 Ram Buffer 中。
	若为 2 ：则合成 Ram Buffer0 和 Ram Buffer1 的 Template 。
	若为 3 ：则合成 Ram Buffer0、Ram Buffer1 和 Ram Buffer2 的 
	○1 若指定 Ram Buffer 编号无效，则返回错误码 ERR_INVALID_BUFFER_I
	○2 若合成个数无效，则返回 ERR_GEN_COUNT 。
	○3 根据合成个数，合成 Template 并生成一个 Template 。若合成失败返回错误码。
	○4 将生成的 Template 保存于指定的 Ram Buffer 中并返回 ERR_SUCCES
	表 4-21 CMD_MERGE 指令
	指定的两个 Ram Buffer 中的 Template 之间进行比对。
	○1 若指定 Ram Buffer 编号无效，则返回错误码 ERR_INVALID_BUFFER_I
	○2 指定的 Ram Buffer 中的两个 Template 之间进行比对并返回其结果。若比对成功
	表 4-22 CMD_MATCH 指令
	指定 Ram Buffer 中的模板与指定搜索范围(起始 Template 编号 ~ 结束 Temp
	○1 若指定 Ram Buffer 编号无效，则返回错误码 ERR_INVALID_BUFFER_I
	○2 若指定搜索范围无效，则返回错误码 ERR_INVALID_BUFFER_ID 。
	○3 若没有已注册 Template ，则返回错误码 ERR_ALL_TMPL_EMPTY 。
	○4 指定 Ram Buffer 中的 Template 与已注册的所有模板之间进行比对并返回其结果
	○1 若指定 Template 编号无效，则返回错误码 ERR_INVALID_TMPL_NO 。
	○2 若指定 Ram Buffer 编号无效，则返回错误码 ERR_INVALID_BUFFER_I
	○3 若不存在指定编号注册的 Template ，则返回错误码 ERR_TMPL_EMPTY。
	○4 指定 Ram Buffer 中的模板与指定编号中的模板之间进行比对并返回其结果。
	若比对成功：则 RET 返回 ERR_SUCCESS 且 DATA 返回 Template 编号和智
	模块接收从主机发来的模块序列号（Module SN）并保存于模块中。Module SN 为 16 字
	○1 Host 发送指令包，使得 Target 进入数据(Module SN)接收等待状态。该指令包
	○2 Target 检测接收到的指令包的正确性：若不正确：则返回错误码并结束处理。
	若待接收数据的大小不正确：则返回 ERR_INVALID_PARAM。
	若正确：则为了告知已进入数据(Module SN)接收等待状态向 HOST 发送应答包，并进入数据(
	○3 Host 收到应答包后，在指令数据包中设置 Module SN 并发送至 Target。
	○4 Target 收到指令数据包后，将 Module SN 设置于模块并返回其结果。
	表 4-25 CMD_SET_MODULE_SN 指令
	○1 以指令应答包的形式，将 HOST 待接收的 Module SN 的大小指定为应答数据并应答。
	每个字节的每个位表示第 x(x = 字节号(从 0 开始) * 8 + 位号(从 0 开始))个编号
	若为 0，则表示没有注册。若为 1，则表示已注册。
	例如；假设 ID 列表信息的第二个字节为 01000001(2 进制)，每个位的含义如下： 从右开始
	从右开始第 1 位(0) : 8*2+1 = 17（第 17 编号中没注册指纹）
	…
	从右开始第 6 位(1) : 8*2+6 = 22（第 22 编号中已注册指纹） 从右开始第 7 位
	○1 以指令应答包的形式将 HOST 待接收的 ID 列表信息的大小设为应答数据发送应答。
	使模块进入休眠状态。
	模块收到指令包之后，返回 ERR_SUCCESS 并进入休眠状态。
	表 4-28 CMD_ENTER_STANDBY_STATE

	自动调整采集器寄存器参数以便获取较佳效果的指纹图像
	调节 sensor 并返回其结果。
	因通讯错误、干扰造成的误码等原因，模块收到不正确指令的情况，向 HOST 发送该应答。
	○1CMD_GENERATE 指令是从 ImageBuffer 生成 Template Data。
	因此，调用该指令之前，需要事先调用 CMD_GET_IMAGE 指令，将图像保存于ImageBuff
	○2调用 CMD_VERIFY , CMD_SEARCH, CMD_GENERATE, CMD_M
	○3保存于 Ram Buffer2 中的 Template ，调用 CMD_SEARCH, CM



